Appendix V
Assessment Report on the Impact of Personal Information Protection (Template)
(Outbound Version)

Name of the Personal Information Handler: (Seal)
MM/DD/YYYY

I. Brief description of the assessment work
Information of the implementation of the assessment work, including starting and ending time, organization, implementation process and manner, etc.; If any third party participates in the assessment, the basic information and its participation in the assessment shall be explained with the official seal of the third party affixed on the relevant content page. 

II. Overall situation of outbound activities 
Describing in details the basic information of the personal information handler, the business and information system involved in transmitting personal information abroad, the situation of personal information to be transmitted abroad, the ability of the personal information handler to protect personal information, information of the overseas recipient, whether it provides personal information to a third party, and how to ensure the implementation of the terms of the Standard Contract, etc. including but not limited to:
1. Basic information of the personal information handler; 
(1) Basic information of the organization or individual;
(2) Information of the equity structure and actual controller;
(3) Organizational structure information;
(4) Information of the personal information protection agency;
(5) Overall business and personal information; and
(6) Domestic and foreign investment. 
2. Information of the business and information system involved in transmitting personal information abroad
(1) Basic information of the business involved in transmitting personal information abroad;
(2) Collection and use of personal information involved in transmitting personal information abroad;
(3) Information of the business information system involved in transmitting personal information abroad;
(4) Information of the data centers (including cloud services) involved in transmitting personal information abroad; and
(5) Relevant information of the links to outbound personal information. 
3. Personal information to be transmitted abroad
(1) Describing the purpose, scope, method, legality, legitimacy and necessity of the processing of personal information by the personal information handler and the overseas recipient;
(2) Describing the scale, scope, types and sensitivity of personal information to be transmitted abroad, the processing of sensitive personal information and automatic decision making by using personal information;
(3) Information of the system platform and data center for storage of personal information to be transmitted abroad within the territory of China, and the system platform and data center for storage planned after the information is transmitted abroad; and
(4) Information of provision of personal information to other overseas recipients after the information is transmitted abroad. 
4. Information of the personal information handler's ability to protect personal information
(1) Personal information security management capabilities, including the construction of management organization system and systems, and the implementation of whole-process management, emergency response and protection of personal information rights and interests;
(2) Technical capabilities for personal information security, including the technical security measures adopted throughout the process of collection, storage, use, processing, transmission, provision, disclosure and deletion of personal information;
(3) Certification of the effectiveness of the personal information protection measures, such as authentication of personal information protection, compliance audits for personal information protection, and assessment of cybersecurity graded protection; and
(4) Compliance with relevant laws and regulations on personal information protection. 
5. Information of the overseas recipient
(1) Basic information of the overseas recipient;
(2) Purposes and methods, etc., for processing personal information by the overseas recipient;
(3) The overseas recipient's ability to protect personal information;
(4) Information on policies and regulations on personal information protection of the country or region where the overseas recipient is located; and 
(5) Description of the entire process of Personal Information processing by the overseas recipient. 
6. Other circumstances that the personal information handler considers necessary to explain. 

III. Information of impact assessment of the planned outbound activities 
Specifying, item by item, the impact assessment of the following matters, with a focus on problems and potential risks discovered in the assessment and corresponding rectification measures adopted and their effects. 
1. The legality, legitimacy and necessity of the purposes, scopes and methods for the personal information handler and the overseas recipients to process personal information;
2. The scale, scope, types and sensitivity of outbound personal information, and the risks to personal information rights and interests that are likely to be caused by the outbound transfer of personal information;
3. Whether the obligations that the overseas recipient promises to undertake and the management and technical measures and capacity for performing the obligations can guarantee the security of the personal information to be transmitted abroad; 
4. Such risks as the personal information may be falsified, destroyed, leaked, lost and illegally used after being transmitted overseas, whether the channel for maintaining personal information rights and interests is smooth, etc.;
5. The impacts of the personal information protection policies and laws and regulations of the country or region where the overseas recipient is located on the performance of the standard contract; and 
[bookmark: _GoBack]6. Other matters that may affect the security of cross-border transfer of personal information. 

IV. Conclusion of the impact assessment for outbound activities
Based on the above impact assessment and the corresponding rectification, an objective impact assessment conclusion shall be drawn on the outbound activities of personal information, and the reasons and arguments for the assessment conclusion shall be fully explained. 
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个人信息保护影响评估报告（模板）
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[bookmark: _Toc9895][bookmark: _Toc108181150][bookmark: _Toc32299][bookmark: _Toc1522][bookmark: _Toc23023]一、评估工作简述
评估工作开展情况，包括起止时间、组织情况、实施过程、实施方式等内容。如有第三方机构参与评估，需说明第三方机构的基本情况及参与评估的情况，并在相关内容页上加盖第三方机构公章。
二、出境活动整体情况
详细说明个人信息处理者基本情况、个人信息出境涉及的业务和信息系统、出境个人信息情况、个人信息处理者个人信息保护能力情况、境外接收方情况、是否向第三方提供个人信息以及如何确保标准合同条款落实等。包括不限于：
（一）个人信息处理者基本情况
1.组织或者个人基本信息；
2.股权结构和实际控制人信息；
3.组织架构信息；
4.个人信息保护机构信息；
5.整体业务与个人信息情况；
6.境内外投资情况。
（二）个人信息出境涉及业务和信息系统情况
1.个人信息出境涉及业务的基本情况；
2.个人信息出境涉及业务的个人信息收集使用情况；
3.个人信息出境涉及业务的信息系统情况；
4.个人信息出境涉及的数据中心（包含云服务）情况；
5.个人信息出境链路相关情况。
（三）拟出境个人信息情况
1.说明个人信息处理者和境外接收方处理个人信息的目的、范围、方式，及其合法性、正当性、必要性；
2.说明出境个人信息的规模、范围、种类、敏感程度，处理敏感个人信息和利用个人信息进行自动化决策情况；
3.拟出境个人信息在境内存储的系统平台、数据中心等情况，计划出境后存储的系统平台、数据中心等；
4.个人信息出境后向境外其他接收方提供的情况。
（四）个人信息处理者个人信息保护能力情况
1.个人信息安全管理能力，包括管理组织体系和制度建设情况，全流程管理、应急处置、个人信息权益保护等制度及落实情况；
2.个人信息安全技术能力，包括个人信息收集、存储、使用、加工、传输、提供、公开、删除等全流程所采取的安全技术措施等；
3.个人信息保护措施有效性证明，例如开展的个人信息保护认证、个人信息保护合规审计、网络安全等级保护测评等情况；
4.遵守个人信息保护相关法律法规的情况。
（五）境外接收方情况
1.境外接收方基本情况；
2.境外接收方处理个人信息的用途、方式等；
3.境外接收方的个人信息保护能力；
4.境外接收方所在国家或地区个人信息保护政策法规情况；
5.境外接收方处理个人信息的全流程过程描述。
（六）个人信息处理者认为需要说明的其他情况
三、拟出境活动的影响评估情况
就下列事项逐项说明影响评估情况，重点说明评估发现的问题和风险隐患，以及相应采取的整改措施及整改效果。
（一）个人信息处理者和境外接收方处理个人信息的目的、范围、方式等的合法性、正当性、必要性；
（二）出境个人信息的规模、范围、种类、敏感程度，个人信息出境可能对个人信息权益带来的风险；
（三）境外接收方承诺承担的义务，以及履行义务的管理和技术措施、能力等能否保障出境个人信息的安全；
（四）个人信息出境后遭到篡改、破坏、泄露、丢失、非法利用等的风险，个人信息权益维护的渠道是否通畅等；
（五）境外接收方所在国家或者地区的个人信息保护政策和法规对标准合同履行的影响；
（六）其他可能影响个人信息出境安全的事项。
四、出境活动影响评估结论
综合上述影响评估情况和相应整改情况，对个人信息出境活动作出客观的影响评估结论，充分说明得出评估结论的理由和论据。


